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ABSTRACT

Random walk (RW)-based algorithms have been popular in distributed systems due to low
overheads and scalability. However, their reliance on local interactions makes them vulnerable
to malicious behavior. In this work, we investigate an adversarial threat that we term the “Pac-
Man” attack, in which a malicious node probabilistically terminates any RW that visits it. To
counter this threat, we propose the CREATE-IF-LATE algorithm, which is a fully decentralized,
resilient mechanism. The proposed algorithm has several desirable properties, such as (i) non-
extinction of the RW population, (ii) almost sure boundedness of the RW population, and (iii)
convergence of RW-based SGD even in the presence of Pac-Man with a quantifiable deviation
from the true optimum. Extensive empirical results validate our theoretical findings.
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